YyeHnukam

HNudopmannonHas maMsiTKa J1Jisi 00y4arouuxcs
C KaXXJIbIM T'OAOM MOJIOACKHU B UHTCPHETC CTAHOBUTBLCS 6OJ'II>HIC, a IIKOJIbHUKH OJHH M3 CaMbIX aKTHBHBIX
M0JIb30BaTeICH PyHeTa. Memy TEM, IOMHUMO OI'POMHOI'0 KOJIMYECTBA BO3MO)KHOCT€I71, HWHTCPHET HECCT U
HpO6HeMI>I. DTa mamsTka JOJIKHA IIOMOYb TeOe Oe30IacHO HaXOIUTHCA B CCTH.

KomnblorepHblie BUpPYCHI
KoMmIbloTepHBIii BUpYC - 3TO Pa3sHOBUAHOCTb KOMIBIOTEPHBIX INPOrpaMM, OTIMYUTENBHOH OCOOEHHOCTHIO
KOTOpOH SIBIIsIETCA CHOCOOHOCTh K Pa3MHOMKEHHIO. B fomonHeHune K 3TOMy, BUPYChl MOIYT IOBPEIUTH WU
MOJHOCTBIO YHUYTOXUTh BCE (aiiyibl U JaHHBIE, TOJKOHTPOIbHbIE TOIb30BATEINI0, OT UIMEHU KOTOPOro ObliIa
3alylleHa 3apak€HHas IporpaMMa, a TakXKe IMOBPEANUTb MM JaXkKe YHHYTOXKUTH ONEPALUOHHYIO CHCTEMY CO
BceMU (pailiamu B 11€710M. B GOIBIIMHCTBE CllyyaeB pacIpOCTPAHAIOTCS BUPYCHl UePE3 HHTEPHET.

MeToabl 321U THI OT BPEAOHOCHBIX POrPamMMm:
1. Hcmonp3yil COBpEMEHHBIE ONEPAIMOHHBIE CHCTEMBI, HMEIOIINE CEPbE3HBIH YPOBEHb 3aIUTHl OT
BPEAOHOCHBIX IIPOTPaMM;
2. IlocTosiHHO ycTaHaBiMBail mauTH (IM(POBHIC 3aIUIATKH, KOTOPHIC ABTOMATHYECKH YCTAHABJIUBAIOTCS C
IO JI0paOTKU MPOrpaMMbl) U Ipyrue oOHOBIICHUS CBOCH OomepariioHHON cucTeMbl. CkaunBail MX TOJBKO C
ounmansHoro caiita paspadborunka OC. Ecnu cyiecTByeT pekuM aBTOMAaTHYeCKOrO OOHOBIICHHMSI, BKIIIOUU
ero;
3. Paboraif Ha cBOEM KOMIIBIOTEpE IO/ TMpaBaMM IONB30BATENs, a HE aAMUHHCTPATOpa. DTO HE IO3BOJHT
OONBINMHCTBY BPEJOHOCHBIX IIPOrpaMM MHCTAIIIMPOBATHCS Ha TBOEM MEPCOHATILHOM KOMITBIOTEPE;
4. HWcnonb3yil aHTUBUPYCHBIE MPOrpaMMHBIE MPOTYKTHI M3BECTHBIX MPOU3BOAMTENEH, C aBTOMATHYECKUM
oOHOBIIEHHEM 0a3;
5. Orpannub GpU3NYECKUT TOCTYI K KOMITBIOTEPY JUTSl TIOCTOPOHHMX JIMIL;
6. Mcronp3yil BHEIIHNE HOCUTEIN HH(POPMAINHY, TaKHe KaK (hiemka, IUCK Win (aiil u3 MHTEepHETa, TONBKO 3
poepeHHBIX HCTOUHUKOB;
7. He oTkpbiBaii KoMmIbrOTepHBIC (Haiiibl, TOTYYCHHBIC M3 HEHAAE&KHBIX HCTOYHUKOB. Jlaxke Te aiibl,
KOTOpBIE MPHUCIIAT TBOW 3HAKOMBIN. JIydIlie yTouHU Y Hero, OTIPABIISUIT JIM OH TeOE UX.

Ceru WI-FI

Wi-Fi - 510 He BHI mepemay MaHHBIX, HE TEXHOJOIHs, a BCEro Juinb OpeHia, mapka. Eme B 1991 romy
HUJIepJIaHJICKas KoMIaHus 3aperucrpuposana openn « WECA», uto o0o3Hadano ciopocoueranue «Wireless
Fidelity», koTopblii mepeBOAUTCS KaK «OECIIPOBOHASI TOYHOCTHY.

Jlo Hamiero BpeMeHH Jonuia Japyras aOOpeBUaTypa, KOTOpas SBISETCS TaKOW JK€ TEXHOJOTHEeH. ITo
ab0peBuatypa «Wi-Fi». Takoe Ha3BaHWe OBLJIO JJAHO C HAMEKOM Ha CTaHIAPT BBICIIUI 3BYKOBOH TexHUKH Hi-
Fi, uTo B mepeBoe 03HAYACT «BBICOKASI TOUHOCTDY.

Ja, 6ecrmaTHBIN HHTEPHET-AOCTYI B Kade, OTENIX U adpOropTax SBISIETCS OTIMYHON BOZMOXKHOCTBIO BBIXO/A
B MHTEepHET. Ho MHOTHE SKCIIEPTHI CUUTAIOT, 4yTO 00meaocTynHbie WiFi cetn He sIBIISroTCs 0e301acHBIMH.
CoBeTbl 110 Ge30mmacHOCTH pabore B 001Iea0cTymHbIX ceTsix Wi-fi

1. He mepenamaii cBoro smuHyro wuH(poOpMaiui yepe3 odOmenocrymable Wi-Fi cern. PabGoras B HuX,
JKETaTeIbHO He BBOMUTH MAPOJIH AOCTYIIA, JOTUHBI M KAKHUE-TO HOMEpa;

2. Wicnionp3yit 1 OOHOBJISI aHTHBUPYCHBIE MTPOrpamMMbl B OpaHaMmayep. TeM caMbIM Thl 00e30Mmacuib ce0s OT
3aKa4yKH BHpyca Ha TBOE YCTPOHUCTBO;

3. Ilpm ucnonb3oBanmn Wi-Fi orkmoun dynkiuio «OOmui goctyn Kk Qaitylam u npuHTepam». JlaHHas
(GyHKIUS 3aKpbITa 0 YMONTYaHWIO, OTHAKO HEKOTOPHIC IONB30BATENH AKTUBUPYIOT e mIs yaoOcTa
HCIIOIB30BaHMsI B paboTe Hith yueoe;

4. He ucnone3yit myonmmaneiii WI-FI a1 nepenaym JTUYHBIX JaHHBIX, HAIPUMEP JUIS BBIXOJA B COI[HAJIBHBIC
CETH HJIM B DIICKTPOHHYIO ITOUTY;

5. Unome3yii Tonbko 3ammmieHroe coenqunenue yepe3 HTTPS, a e HTTP, T.e. ipu HaGope BeO-aapeca BBOAM
uMeHHO «https://»;

6. B mobmmesHOM Tenedone orkmroun ¢(yHkumio «l[logxmodenune x Wi-Fi aBromatnueckm». He momyckaii
ABTOMAaTHYECKOr0 MOJKIFOYCHHUS YCTpoicTBa K ceTssM Wi-Fi 6e3 TBoero cormacusl.

ConuajbHbIE CeTH
COI_II/IaJ'II)HI)Ie CCTU AKTUBHO BXOJAT B HAIly XW3Hb, MHOTHC JIFOAU pa6OTaIOT " XXHMBYT TaM IIOCTOsIHHO, a4 B
Facebook YKE 3apCrUCTPUPOBAH MUJIIIMAPA YCIIOBCK, YTO SABJIACTCSA OZ[HOfI CCZ[LMOI\/'I BCEX )I(HTeJIeﬁ IIJIAHCTHI.
MHOI‘I/Ie IIOJIB30BATCIM HC INTOHHUMAIOT, 4YTO HH(bOpMaLIPIﬂ, pasMClICHHas UMHU B COOUAJIBHBIX CCTAX, MOXET
6I:ITI> HafmeHa 1 UCIIOJIb30BaHa KEM YIrOAHO, B TOM YUCJIC HEC 065[33.TCJ'H>HO C 6HarI/IMI/I HaMCpPCHHUAMMU.
OCHOBHI)Ie COBCTHI 110 6630HaCHOCTI/I B COLIMAJIBHBIX CCTAX:
1. Orpannyb CIUCOK Apy3eid. Y TeOs B IPY3bsX HE TOIDKHO OBITh CTyYaiiHBIX M HE3HAKOMBIX JIFOJICH;



2. 3ammmai CBOI YacTHYIO JKM3Hb. He ykaspIBail mapoiu, TenedoHbI, ajapeca, JaTy TBOETO POXKICHUS U
JPYTYIO JIMYHYIO UH(OPMALUIO. 3JI0yMBIIUIEHHUKH MOT'YT UCIOJIb30BATh Aaxe HH(GOPMAIUIO O TOM, KaK Thl U
TBOU POJUTENN IAHUPYETE MPOBECTU KAaHUKYJIBL;

3. 3amumail cBOIO pemyTaluio - JAEpXKH ee B UUCTOTE U 3ajaBail cebe BOmpoc: XOTes Obl Thbl, YTOOBI Apyrue
M0JIb30BATENM BUJAENU, YTO Thl 3arpyxaeiib? Ilogymail, mpexiae deM 4To-TO OmyONMKOBAaTh, HaNMMcaTbh U
3arpy3HuTh;

4. Ecnu TBI TOBOPHUIIB C JIFOABMH, KOTOPBIX HE 3HACIb, HE UCIOIB3YH CBOE peabHOE UM U JPYTYIO JTHUUHYIO
nHpOPMAIUN: UM, MECTO KUTEJIBCTBA, MECTO y4eObl U IpoUee;

5. U3beraii pasmemenus Gororpaduii B UnTepHeTe, T1Ie Thl M300payKeH Ha MECTHOCTH, M0 KOTOPOM MOXKHO
OIPEAEIUTL TBOE MECTOIOTIOKEHUE;

6. Ilpu peructpanuy B COMANbHON CETH HEOOXOIUMO UCIIOIB30BATh CI0XKHBIE APONIH, COCTOAIINE U3 OYKB U
nudp U ¢ KOINIECTBOM 3HAKOB HE MEHee §;

7. Jnst conmanpHOM CeTH, MOYTHl U IPYyrHX CalTOB HEOOXOIMMO HCIIOIb30BaTh pasHbIe mapoiu. Torma eciu
Te0s B37IOMAIOT, TO 37I0YMBIIUICHHUKH TTOMYYaT JOCTYI TOIBKO K OJHOMY MECTY, & HE BO BCE Cpa3y.
DNeKTpOHHBIE JICHBI'U

OJEKTPOHHBIEC IEHBI'M — 3TO OYECHb YIOOHBII CIOCO0 MIIaTEKEH, OTHAKO CYIIECTBYIOT MOIICHHUKH, KOTOPBIE
XOTST MOJNYYUTh TU JACHBTH.

OJEKTPOHHBIC JCHBIU MOSBUIINCH COBCEM HEJABHO M MMEHHO M3-3a 3TOTO BO MHOTHMX TOCYJapCTBax JI0 CHUX
IOp HE MPOMHUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM (QYHKIMOHHPYIOT M O HHUX yX€ IPOIMHCAHO B 3aKOHE, IJIC MX Pa3leisIoT Ha HECKOIBKO
BUJIOB - AaHOHHMHBIC U HE aHOHHWMHBIC. Pa3HHIa B TOM, YTO aHOHHUMHBIE - 3TO T€, B KOTOPBIX pa3perracTcs
MIPOBOANTH ONEpAIy 0e3 WACHTU(HUKAINN TTOIB30BATENs], & B HCAHOHUMHBIX WACHTH()UKAIMN TTOB30BATENS
SIBISICTCST 005132 TEIBHOM.

Taxke cremyer pasiauyaTh OdIICKTPOHHBIC (UATHBIE ACHBIM (PaBHBI TOCYIApCTBCHHBIM BalllOTaM) U
JIIEKTPOHHBIC He(hHATHBIC ICHBTH (HE PAaBHBI TOCYJAPCTBEHHBIM BAJIFOTAM).

OcHOBHBIE COBETHI M0 0€301aCHOI padoTe ¢ IJIEKTPOHHBIMH JeHbIraAMU:
1. TTpuBskM K cueTy MOOWIIBHBIN TeneoH. DTO caMblil YA0OHBIN U OBICTPBIH CIIOCOO BOCCTAHOBUTH JOCTYI K
cuery. [IpuBsizanHbIi TeaeOH MOMOXKET, eclii 3a0y/ellb CBOW IJIATEKHBIN MMapoiib WM 3ai/Iellb HA CAUT C
HE3HAKOMOT'O yCTPOMUCTBA;
2. Wcnone3yit omHopasoBble maponu. [locie mepexoja Ha yCHWIIGHHYHO aBTopu3anuio Tebe yxe He Oyner
yTpO’KaTh OMACHOCTB KPaXkKM WIIK TEepPexBaTa IUIATEKHOTO ITapois;
3. Beibepu cnoxHubIit taponb. [IpecTynHukaM OyJieT He IPOCTO yrajaTh CIOXKHBIN maponb. HajaekHbie maponu
— 3TO MapOIH, KOTOPEIE COACPIKAT
HE MeHee § 3HAKOB M BKJIIOUAIOT B Ce0S CTPOYHBIC M IPOIUCHBIC OYKBBI, MU(PPH M HECKOJIHKO CHMBOJIOB,
TaKWe KakK 3HaK Joiiapa, pyHTa, BOCKIMIATeIbHBIN 3HaK 1 T.1. Hanpumep, StROng!;;
4. He BBO/IM CBOM TMYHBIC JAHHBIE HA CAWTaX, KOTOPHIM HE JJOBEPSICIIIb.
DneKTpoHHasl ToYTa
DJNeKTpOHHAs TI0YTa — OSTO TEXHOJOTWS M TPEIOCTABISIEMBIC €0 YCIYIH IO IMEPeChUIKE M ITONYICHHUIO
AJIEKTPOHHBIX COOOINEHUH, KOTOpBIE pACHPEACISIIOTCS B KOMIBIOTEpHOH ceTh. OOBIYHO AIEKTPOHHBIN
MTOYTOBBIH SIITAK BBITJISIIAT CISTYIOIIMM 00pa30M: UMs_TIOTB30BaTeII(@UMs_ToMeHa. Takke KpoMme Tepenadn
MIPOCTOT0 TEKCTa, MMEETCS BO3MOKHOCTD TIepeiaBaTh (DaIIbL.

OcHoBHBIE COBeTHI 110 0€30MacHoii padoTe ¢ JIEKTPOHHOI IMOYTONM:
1. Hamo BBIOpaTh TpaBHIIBHBIN IOYTOBBIA CEpBUC. B HWHTEpHETE ecTh OrpOMHBIH BHIOOP OeCIUIaTHBIX
[IOYTOBBIX CEPBUCOB, OJIHAKO JYYIlE T0BEPATh TEM, KOT0 3HACILIb U KTO NIEPBbIil B peUTHHTE;
2. He ykaspBaii B JWYHOW TouTe JUYHYR0 wH(popMmanuio. Hampumep, Jydmne  BbIOpaTh
«MY3BIKIBHBINA _(paHaT@» nian «pok2013» BMecto «Temal3y;
3. Mcnonb3y#l ABYXATAllHYIO aBTOPU3ALMIO. DTO KOrJa MOMHUMO [apojsl HY)KHO BBOAMTH KOJ, IPUCHLUIAEMBII
mo SMS;
4. BeiOepy CIIOKHBIN Tapoib. J{Jst KaX10ro MOYTOBOIO SIIIUKA JOJDKSH ObITh CBOM HAJCKHBIN, YCTOMUMBBIA K
B3JIOMY N1apOJib;
5. Eciii ecTh BO3MOYKHOCTh HATMCATh CAMOMY CBOM JIMYHBIA BOIIPOC, UCIOIB3YH 3Ty BOZMOMXHOCTB;
6. Ucnonp3yii HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBbIil I YaCTHOM MEPENUCKH C ajpecaTaMy, KOTOPHIM ThI
JOBEPSICIb. DTO DIICKTPOHHBIN apec He HAJIO0 UCIIONb30BaTh IIPU PETHCTPAIlK Ha (JOpyMax U caTax;
7. He oTkppIBail (aiiiibl U APYTHE BIOKCHUS B MHChMaX Ja)ke €CIM OHH IMPUILIN OT TBOUX Apy3ei. Jlywmie
YTOYHH y HUX, OTIIPABIISUIN JIX OHU TeOe 3TU (Paiiyibl;
8. ITocie okoHyaHus pabOTHI Ha TIOYTOBOM CEpPBUCE TEPE]] 3aKPBHITHEM BKIAJKH C CAiTOM HEe 3a0yab HaKaTh
Ha «BoriiTi».
KubepOysumiHT 1T BUPTYaIbHOE H3IEBATEIECTBO



KubepOymnmuHar — mnpeciepgoBaHie COOOLICHUSIMH, COAEPIKALIMMU OCKOPOJIEHUS, arpeccuio, 3amyruBaHUE;
XYJIMTAaHCTBO; COIIMAIEHOE OOMKOTHPOBAHUE C TOMOILBIO Pa3IMUHbIX HHTEPHET-CEPBUCOB.

OcHoBHbIE COBeTHI 10 0opble ¢ KHOepOyIITHHIOM:
1. He Opocaiics B 6oi. JIyummii criocod: OCOBETOBAThCS KaK ce0sl BECTH U, €CIIH HET TOr0, K KOMY MOYKHO
00paTUTHCs, TO BHadYaJle YCHOKOUTHCSA. Ecim Thl HayHeIb OTBEYaTh OCKOPOJICHHSMH Ha OCKOPOJICHUS, TO
TOJIBKO €IIIe OOJIBIIIE PA30¥OKEIIh KOH(IIUKT;
2. Ynpasisii cBoeil kubeppemnyrarueii;
3. AHOHMMHOCTB B ceTH MHUMast. CyIIeCTBYIOT CIIOCOOBI BBISCHUTH, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;
4. He crouT BecTH XyJIUTAaHCKUI 00pa3 BUPTyalbHOH u3HHU. MHTepHeT (ukcupyer Bce TBOM ACHCTBHS U
COXpaHseT uxX. ¥ 1anuTh ux OyzeT KpaiiHe 3aTpyHUTEIbHO;
5. Cobnroaid cBOM BUPTYallbHYIO YECTh CMOJIOAY;
6. UrHopupy#t eanHuuHbli HeratuB. OJHOpa30Bble OCKOPOUTENBHBIE COOOIIEHHUS JIy4Ille HUTHOPUPOBATH.
OOBIYHO arpeccust MPEeKpaIaeTcsi Ha HaYaJIbHOM CTaIUN;
7. ban arpeccopa. B mporpamMmmax oOOMEHa MrHOBEHHBIMH COOOIIECHUSMH, B COLMAJBHBIX CETSIX €CTh
BO3MOKHOCTb OJIOKHPOBKH OTIIPABKH COOOIICHUH C ONPE/ICTICHHBIX aJJPECOB;
8. Ecnut TBI cBHuAeTens kubepOysumHra. TBoM JeHCTBUSI: BBICTYIHUTH MPOTUB MPECIEIOBATENS, TTIOKa3aTh MY,
YTO €ro JeHCTBHUsI OLEHUBAIOTCS HEraTUBHO, IOAJEpPXkKAaTb >KEPTBY, KOTOPOH HY)KHA IICUXOJIOTMYECKas
MIOMOIIIb, COOOITUTH B3POCIBIM O (PAKTE arpeCCUBHOIO MOBEICHNUS B CETH.

MoOuJibHbII TesiehoH
CoBpemMeHHBIC cMapT(OHBI W IUIAHIIETHI COACp)KaT B ceOe BIOJHE B3POCHbIM (DYHKIMOHAN, W TENeph OHH
MOTYT KOHKYpUPOBAaTh CO CTAaIlMOHAPHBIMH KOMIbIOTepamu. OJHAKO, CpPEACTB 3allUThl I MOJOOHBIX
YCTpOﬁCTB IIOKa O4Y€Hb MaJo. TCCTI/IpOBaHI/IC " IIOUCK yﬂ3BHMOCTeﬁ B HUX MPOHUCXOJUT HE TaK MHTCHCUBHO,
kak utst [1K, To sxe camoe kacaercsi 1 MOOMITBHBIX MTPUITOKECHUH.
CoBpeMeHHBIC MOOUIIBHBIE Opay3ephl y)Ke MPaKTHUCCKH JOTHAIN HACTONBHBIC aHAJIOTH, OJHAKO PACIINPEHHE
(yHKIIMOHAIA BIICUET 32 COOOH OOMBIIYIO CIIOKHOCTD M MEHBIIYIO 3AIIUIIECHHOCTS.
Jlanexo He Bce MPOU3BOANUTENH BBITYCKAaIOT OOHOBJICHHS, 3aKPHIBAIONINE KPUTHUECKUE YSA3BUMOCTH ISl CBOUX
YCTPOMCTB.

OcHOBHBIE COBETHI ISl 0€30IIACHOCTH MOOMJIBHOI O TesiedoHa:
1. Hudero He sBISETCS MO-HACTOAIIEMY OCCIUIATHBIM. bymp ocTropokeH, Bemp Korja TeOe mpemimararoT
OecTIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIC YCIIYTH;
2. Jlymaii, mpexae 4yem otnpaBuTh SMS, ¢oro win Buaeo. Thl TOYHO 3HAEIHIb, I OHU OyIyT B KOHEYHOM
urore?
3. HeoOxommuMo 0OHOBIISITH ONEPAIMOHHYIO CHCTEMY TBOETO cMapT(hoHa;
4. Vcnionp3yii aHTUBUPYCHBIC TTPOTPAMMBI JIJIsI MOOMITHHBIX TeJIC(OHOB;
5. He 3arpyxaif mpuiaokeHHsI OT HEHM3BECTHOTO HCTOYHHKA, BEIb OHH MOTYT COJCP)KAaTh BPEIOHOCHOE
MIporpaMMHOE 00ecIIeueHHE;
6. [Tocme TOoro Kak Thl BBIMJIEIIb C CaliTa, TJIe BBOAWI JIMYHYIO HH(OpMAIUIO, 3aliI1 B HACTPOHKH Opaysepa u
ynanu cookies;
7. [leprpoguaecku IpoBEPSI KaKKe TIaTHBIC YCIYTH aKTHBUPOBAHBI HA TBOEM HOMEPE;
8. JlaBaif cBOIf HOMEp MOOMIBHOTO Tene()OHA TOIBKO JIOIIM, KOTOPBIX ThI 3HACIITH U KOMY JOBEPSICIIb;
9. Bluetooth omxkeH OBITH BBIKIIFOUEH, KOT/Ia ThI UM HE T0JIb3yenibcs. He 3a0biBaii HHOTIa TPOBEPSATH 3TO.

Online urpsl

COBpeMeHHLIe OHHaP’IH'I/IFpI)I - OTO KpaCO4YHBIC, 3aXBaThIBAIOIINE PA3BJICUCHUA, 06LCIIHH51IOHII/IC COTHHU TBICAY
YeNIOBeK IO BCeMY MHpPY. VITpOKM HCCIIEAYIOT NAHHBIA WM MHUp, OOMIAIOTCS APYr C JIPYTOM, BBIMOJHSIOT
3aJaHusA, CPpaXarTCd C MOHCTpaMHU W IIOJYy4YarOT OIIBIT. 3a YAOBOJIBCTBUEC OHHU INIATAT: ITOKYIIAKOT JHCK,
OIIIaYMBAIOT A00OHEMEHT MU HpI/IO6peTaIOT KAaKHEe-TO OIIIUH.

Bce »Tm cpencTBa WAyT Ha MONJCpKAHME W PAa3BUTHE WIPbl, a TaKkKe Ha caMy O0e30MacHOCTh:
COBCPIICHCTBYIOTCA CHCTCMBI aBTOPHU3AallMH, BBIINYCKAIOTCA HOBBIC IIaT4U (L[H(l)pOBLIe 3a1JIaTK - 1JIs1
MPOrpamMm), 3aKpbIBAIOTCS YA3BHMOCTH CEPBEPOB.

B HOZ[O6HI)IX urpax CTOUT OmacaTbCsad HE CTOJIBKO CBOHUX COICPHUKOB, CKOJBKO KpaXW TBOCIO ITapojid, Ha
KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3AIIUH OOJIBIITMHCTBA urp.

OcHoBHBIE COBETHI N0 0€30MACHOCTH TBOEI0 HI'POBOIo akKKayHTa:
1. Ecnu apyroii UTpok Bener cedsl MI0X0 WK CO3JaeT Tede HeIPUATHOCTH, 3a0JIOKAPYH €ro B CIFCKEe
HUTPOKOB;
2. [oxanyiicst aIMUHUCTPATOPaM UIPhI HA TUIOXOE TTOBEJEHUE ITOr0 UTPOKA, JKEJIATENIbHO MPUIIOKUTH KaKue-
TO JIOKA3aTeIbCTBA B BUJIE CKPUHOB;
3. He yka3pIBaii THIHYIO0 HHPOPMAIIMIO B IIPOQAIiIIe UTPHI;
4. YBaxaii Jpyrux y4aCTHUKOB 110 UT'PE;
5. He ycranaBimBaii Heo(UIIHATBHBIC TATIN H MOIBI;



6. Mcronb3yil clnoXxHbIE U pa3HbIe TApOIIU;
7. Jlaxe BO BpeMsl UTPbI HE CTOUT OTKJIIOYATh aHTUBUPYC. I10Ka ThI Urpaelib, TBOH KOMIIBIOTEP MOT'YT
3apa3uTh.

@OUUINHT WA Kpaka JUYHbIX JaHHBbIX
OOBIUHOI Kpaxkel JeHEr U JOKYMEHTOB CEroJHs yXe¢ HUKOrO HE yAUBHIIbL, HO C Pa3BUTUEM HHTEPHET-
TEXHOJIOTUH 3710yMBIIUIEHHUKH TIEPEMECTIIINCH B HHTEPHET, U MPOIODKAIOT 3aHUMAThCS «IFOOMMBIM» JETIOM.
Tak mosiBUIaCh HOBAsl yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUILIUHT, TJIABHAS 11€1b KOTOPOIO COCTOUT B
MOJTY4YEeHUM KOH(HUICHIMAIBHBIX JaHHBIX IOJIb30BAaTENIell — JIOTMHOB M mapojei. Ha aHrnmiickoM s3bike
phishing unTaercs kak ¢umuHr (ot fishing — pri6Has noBisA, password — maposs).
OCHOBHBIE COBETHI 110 60PEOE C (HUITMHTOM:
1. Cnequ 3a cBouM akkayHTOM. Eciu Tel Ioj03peBaciiib, YTO TBOSI aHKETa Oblia B3JIOMaHa, TO HEOOXOAUMO
3a0JIOKHPOBATh €€ U COOOLIUTH aIMUHUCTPATOPaM pecypca 00 3TOM KaK MOXKHO CKOpEE;
2. Ucnonw3yii 6e3omacHbie BeO-CallThl, B TOM YHCIIE, MHTEPHET-MAra3uHOB M TOUCKOBBIX CUCTEM;
3. Ucnonp3yi cIOXKHBIE M pa3Hble Mapoid. TakuM o0pa3oM, eciau TeOs B3IOMAIOT, TO 3I0YMBIIUICHHUKU
MOMTy4aT JOCTYII TONBKO K OTHOMY TBOEMY IPO(UIIIO B CETH, a HE KO BCEM;
4. Ecnu Te0st B31OMau, TO HEOOXOAUMO MPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOphIE 100aBIeHbI y TeOS B
JPY3bsIX, O TOM, YTO TeOS B3JIIOMAaJH M, BO3SMOXKHO, OT TBOETO UMEHU OYyJET PacchUIaThCs CIIaM M CCBHUIKM Ha
(PUIIUHTOBBIC CANTHI;
5. YcranoBu HaaexHbIH napons (PIN) Ha MoOUIBbHBIN TenedoH;
6. OTKIIFOYM COXpaHEeHHE apodisl B Opaysepe;
7. He oTkpbIBail (Gaiiabl 1 ApyTrHe BIOKCHUS B MHChMax Ja)Ke €CIM OHM IPUIIN OT TBOUX Apy3ei. Jlywmie
YTOYHH y HUX, OTIIPABIISUTH JI OHU Te€OE 3TH (PaiIb.

udposas penyrauus

udposas pemyTanus - 3T0 HEraTUBHAS MM MO3UTHBHAs MH(popMalus B ceTd o Tede. KoMmmpomeTupyromas
nHpOpMAIHS pa3MelIeHHas B HHTEPHETE MOXKET CEPhE3HBIM 00pa30oM OTPAa3UTHCS Ha TBOCH PEabHON KH3HH.
«udposas penmyraius - 3TO TBOM UMHUJDK, KOTOPBIK (hopMmupyeTcs n3 nHpOopMaIuu o Te0e B MHTEPHETE.
TBoe MecTo KHUTENbCTBA, y4eObl, TBOE (PMHAHCOBOE MOIOKEHHE, OCOOCHHOCTH XapakTepa W pPaccKasbl O
OJIM3KUX - BCE 9TO HAKATUIMBACTCS B CETH.
MHorue TOAPOCTKH JIETKOMBICTIEHHO OTHOCSTCS K MyOnukanuw JugHON wmH(opMmaunu B MHTepHeTre, He
MMOHUMAasT BO3MOXKHBIX MOCIEACTBHH. THI Hake HE CMOXEIIb JAOTaJaThCI O TOM, 4TO (ororpadus,
pa3MeIIeHHas 5 et Has3al, cTajla IPUYUHON 0TKa3a IPUHATE TeOs Ha padoTy.
KommenTtapuu, pa3merienue TBoux ¢ororpaduii u apyrue ISHCTBUS MOTYT HE MCUYE3HYTh Jake MOCIe TOro,
KaK ThI X yIaJIUIIb. ThI HE 3HACIIB, KTO COXPAHMI 3Ty HH(POPMAIHNIO, TTOTANA JIU OHA B TIONCKOBLIC CHCTEMBI
U COXPaHWJIACH JIM OHA, & TJIABHOE: YTO MOAYMAIOT O Tebe OKPYIKaIoIIee IO, KOTOPhIE HAUAYT U YBUAAT 3TO.
Haiiti nHpOpMAaIIIO MHOTO JIET CITYCTSI CMOXKET JIFO00H - Kak M3 JOOpBIX MOOYXIACHUH, TaK ¥ C HAMEpEHUEM
MIPUIUHATH BPEd. ITO MOKET OBITH KTO YTOIHO.

OcHoBHBIE COBETHI MO 3amuTe HMGpPoBoIl penyrannm:
1. [Tomymaii, nmpexae 4em 4To-To IMyOJUKOBATh U Tiepe/iaBaTh y ceOsl B O10Te WIIM B COLIMATBbHOMN CETH;
2. B HacTpoiikax mpoQuis yCTAHOBH OTPaHHYCHUS HA MPOCMOTP TBOETO MPO(HIS U €ro COACPKUMOTO,
cenai ero TOIBKO ISl IPY3ei;
3. He pa3memaii 1 He yka3piBail HH()OPMAITHIO, KOTOPasi MOKET KOr0-JI100 OCKOPOJISATh HITH OOMKATh.
ABTOpCKOE TIPaBO
CoBpeMeHHBIE IIKOTHHUKA- AKTUBHBIC IOJB30BATECIH IU(PPOBOro mpocTpaHcTBAa. OMHAKO TaleKko He Bce
3HAIOT, YTO IIOJB30BAaHHE MHOTMMH BO3MOKHOCTSIMH LH(POBOTO MHUpa TpeOyeT COONIONeHHs MpaB Ha
MHTEIUIEKTYaIbHYI0 COOCTBEHHOCTb.
TepMUH «WHTEIIEKTyalbHasE COOCTBEHHOCTB)» OTHOCHTCS K Pa3MYHBIM TBOPEHHSIM YEIOBEUCCKOTO YMa,
HauyMHAsl C HOBBIX M300pETEHUI W 3HAKOB, 00O03HAYAIOMINX COOCTBEHHOCTh HA MPOAYKTHI W YCIYTH , U
3aKaH4YMBasl KHUTaMH, (hoTorpadusIMu, KHHO(PIIEMaMH U My3bIKQIEHBIMU ITPOU3BEICHUSMH.
ABTOpCKHE TIpaBa - 3TO MpaBa Ha HHTEIUIEKTYaIbHYI0 COOCTBEHHOCT Ha IMTPOM3BENCHUS HAYKH, JINTEPATYPhI H
HCKYCCTBa. ABTOPCKHE IIPaBa BHICTYNAIOT B KAYECTBE TAPAHTHUH TOTO, YTO HHTEIUICKTYaJbHBIN/TBOPUCCKUN
TPy aBTOpa HEe OyJeT HAPacHBIM, TACT €My CIIPaBEUTNBBIC BO3MOXKHOCTH 3apaboTaTh Ha pe3yIbTaTax CBOETO
TpyIa, TOIYIUTh U3BECTHOCTH ¥ Mpu3HaHHe. HUKTO Oe3 pa3perieHus aBTopa HE MOXKET BOCIIPOU3BOIUTE €TI0
MIPOM3BEICHNE, PACIIPOCTPAHATh, IYOJIHMYHO IEMOHCTPUPOBAThH, IPOJABAaTh, MMIIOPTHPOBATH, IIyCKAaTh B
MIPOKAT, MyOINIHO UCIIONHSTH, TIOKA3bIBATH/UCIIONHATE B d(Upe WK pa3Memars B IHTepHeTE.
Hcnonk30BaHne «IUPATCKOT0» MPOrPAMMHOTO OOSCIICUCHUST MOXKET IPUBECTH K MHOTHM PUCKaM: OT MOTEPU
JaHHBIX K TBOMM AaKKayHTaM 0 OJOKHPOBKM TBOETO YCTPOMCTBA, IJIe YCTAHOBICHHBIA HE JerallbHas
nporpamma. He crout Takke 3a0bIBaTh, YTO CYHICCTBYET JCTalbHBIC W OCCIDIATHBIC MMPOTPAMMBI, KOTOPEIC
MOYXHO HAHTH B CETH.



0] mnopTajie CeTeBH‘-IOK.p(l) - TBOM TJIaBHBI COBETYHUK B CETH. 3I[eCI) ThI MOXCIIb Y3HATDb O 0Ee30ITaCHOCTH B CETH
TOHATHBIM U NOCTYIIHBIM SI3bIKOM, a ITPH BO3HUKHOBCHUHN KpHTPIqCCKOfI CUTyallun O6paTI/ITI)C${ 3a COBETOM. A
TAKXKE MMPUHATH YH4aCTUEC B KOHKYPCaX U CTaTh CaAMbIM III/I(l)pOBI)IM rpaxIaHuHOM



